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Abstract. The present article addresses main functionality and
structure of the genetic algorithms applied for detection of mal-
ware network intrusions. The sequence of network connection
characteristics is interpreted as a genetic chromosome or an in-
trusion detection rule. The network characteristics, attributes of
the connection are chromosome’s genes. An extended list of basic
TCP/IP network characteristics and their structure is suggested
and illustrated in examples of network connections. The syntax
and structure of the chromosomes (rules) coded by terms of bits
and integers are presented. The basic chromosome operations in
generation of a particular population and experimental assessment
of Firas Alabsi’s Fitness function are demonstrated.
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1. INTRODUCTION

The contemporary computer networks due to the vulnerability of their soft-
ware components are subject to threats and attacks. It exposes the network
functionality at great risk [1, 2]. To counteract intrusions and cyberattacks
with viruses and malware, various antivirus software and techniques as in-
trusion detection systems, password and message encryption are applied to
overcome threats and reduce the risk [3].

The issue of recognizing attacks and detecting intrusions into the computer
network is particularly relevant. One approach to detecting and preventing
computer intrusions is the application of genetic algorithms [4]. A genetic
algorithm for detecting different types of intrusions in computer networks and
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assessing the genetic evolution process in the intrusion detection is presented
in [5]. The specific structure and basic characteristics make genetic algorithms
suitable for detecting malicious intrusions into computer networks. The se-
quence of network characteristics (IP addresses, port addresses, durations,
protocols, etc.) or attributes occupying certain positions in the communica-
tion pattern is interpreted as a chromosome, and the constituent components
as genes. During the evolutionary process, recombination and mutation oper-
ators are used to simulate the natural reproduction and mutation of generated
rules.

A software implementation of a genetic algorithm for detecting network in-
trusions is suggested in [6]. A genetic algorithm to select chromosomes based
on their steady state is described in [7]. A genetic algorithm for classifying
and detecting network intrusions based on address and temporal information
and an evolutionary decision-making process are considered in [8]. A genetic
algorithm to generate classification rules (chromosomes) and identify cyber-
attacks based on network attributes, such as protocol type, duration, service
function, is developed in [9].

A Fitness function is used to assess the suitability of the chromosomes. By
assessing the Fitness function of a chromosome, a decision is made to detect
intrusion. An original Fitness function using an award-punishment technique
for the effective estimation of population chromosomes has been proposed
n [10]. A structural description of the genetic algorithm and application of
various Fitness functions for rules evaluation are presented in [11].

The elementary structure of the Fitness function used in the genetic algo-
rithm to detect smurf (DOS) and probe attacks is shown in [12]. An analytical
expression for calculating the Fitness function to assess the suitability of the
rule is presented in [13]. The application of a genetic algorithm for achieving
security in computer networks and the development of an exemplary encryp-
tion algorithm are discussed in [14].

A genetic algorithm and a tree structure for deciding on computer network
intrusion by analyzing Sun data are discussed in [13, 15]. A system for detect-
ing network intrusions by applying an algorithm based on the fuzzy logic is
proposed in [16]. The genetic algorithm finds the optimal solution in penetra-
tion detection through a Fitness function, which evaluates the extent to which
selected individuals (chromosomes) optimize the solution. A genetic algorithm
pattern to realize self-organizing agile computer security is presented in [17].
A model of a system for detecting network intrusions by applying linear ge-
netic programming and instruments of artificial intelligence are presented in
[18, 19]. A review of algorithms for detecting intrusions into computer net-
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works is suggested in [20]. Mathematical modelling of internet user’s behavior
in penetrating computer systems is presented in [21].

The goal of the present study is to define the syntax of the genetic al-
gorithm, to analyze the network characteristics (genes) of the rules, and to
describe the structure of the Fitness function evaluating chromosomes in the
genetic algorithm applied for network intrusions detection.

The rest of the article is organized as follows. In Section 2 the syntax and
structure of the chromosomes (rules) are described. In Section 3 the coding
of genes in the chromosome is discussed. In Section 4 the algorithm used
to calculate the Fitness function and estimate chromosomes in the genetic
algorithm is described. In Section 5 the basic chromosome operations in gen-
erating a particular population and experimental assessment of Firas Alabsi’s
Fitness function are presented. In Section 6 general conclusions are formulated
and guidelines for future research in the field of detection and prevention of
computer networks intrusions are provided.

2. SYNTAX AND STRUCTURE OF THE CHROMOSOME
IN THE GENETIC ALGORITHM

The genetic algorithm is an evolutionary computational search and opti-
mization process that is used to detect malicious intrusion. The algorithm
operates with sequences of network characteristics — individuals, called chro-
mosomes and mimics biological genetic processes. The intrusion detection is
a process of generating a quality chromosome with genes, i.e. network char-
acteristics maximally corresponding to the computer intrusion. Based on the
initial group of chromosomes a population of chromosomes is generated by
applying biological operations: selection, recombination and mutation. The
quality of each population is evaluated through an objective Fitness function.

Genetic algorithms are applied to generate rules or chromosomes and esti-
mate the type of the computer network traffic. The rules are used to distin-
guish normal and abnormal (intrusion) network connections. The rules stored
in the knowledge (rules) database of the intrusion detection system can be
defined by the predicate logic clause syntax [8, 11]:

If {condition} then {act}, (1)

where the part if of the clause defines a state (condition) described by net-
work characteristics, such as source IP address, destination IP address, TCP
and UDP port numbers, TCP /IP network protocols, connection duration, in-
cluding indication of intrusion probability. In this part of the rule, the genetic

82 Engineering Sciences, LIX, 2022, No. 1



algorithm compares the current network characteristics with the network char-
acteristic stored in the rules database of the intrusion detection system.

The characteristics in the conditional part are connected by a logical “and”
operator. The act part of the statement (1) refers to an action defined by
security rules, such as a warning report to the system administrator, stopping
communication, logging a message in system monitored files, or all of the
above. Some network features have a greater relative contribution to the
definition of network access, connections and communication exchange.

3. NETWORK GENES AND CHROMOSOME CODING

The network genes (network characteristics) of chromosomes (network con-
nections) can be represented by different types of data, binary numbers (bytes),
decimal numbers or floating point numbers. This is due to the different format
and range of data values for the different network characteristics. Names of
the network characteristics — chromosome’s attributes, the number of genes
defining the attributes of chromosomes and their formats are given in the
first, second and third columns of the Table 1, respectively. For example, the
“Duration” characteristic has three components (hours, minutes and seconds),
each of which is represented by one byte-type gene. Similarly, each of the char-
acteristics “Protocol”, “Source Port Number”, “Destination port number” is
encoded using one gene of integer type, and each of the characteristics “Source
IPv4” and “Destination IPv4” have four components (a, b, ¢, d), each of which
is represented by a single byte gene, “Source IPv6” and “Destination IPv6”
have eight components (a, b, ¢, d, e, f, g, h), each of which is represented by
a single byte gene.

The attribute “Attack_name” is located in the act part of the rule, which
classifies the network characteristics at the learning stage or determines the
nature of the communication at the intrusion detection stage.

An example of a rule that classifies network communication as a Neptune
Denial of Service (DoS) attack is the following chromosome [6]:

if (duration = “0:10:6” and protocol =“finger” and source_port = 17965 and
destination_port = 80 and source_ip = “10.18.50.20” and destination_ip =
“172.16.102.49”) then (attack-name = “Neptune”).

The rule shows that if the network packet with a source IP address
10.18.50.20 and source port 17965, and is sent to a destination IP address
172.16.102.49 and destination port 80 using the finger protocol, and the com-
munication duration is 10 min and 6 sec, then it is most likely network a
Neptune attack that can shut down the destination host (packet destination).
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Table 1. Attributes, genetic structure and codes of the network characteristics
(chromosomes or rules)

No | Network chromosome’s attributes (genes) | Genes’ number | Code format
1 | Source IP-v 4 address 4 a.b.c.d
2 | Source IP-v 6 address 8 a.b.c.d.e.f.g.h
3 | Destination IP-v 4 address 4 a.b.c.d
4 | Destination IP-v 6 address 8 a.b.c.d.e.f.g.h
5 | Source Port Number 1 Integer
6 | Destination Port Number 1 Integer
7 | Duration 3 h:m:s
8 | State 1 Integer
9 | Protocol 1 Integer

10 | Number of Bytes Sent by Originator 1 Integer

11 | Number of Bytes sent by Responder 1 Integer

12 | Attack_name 1 Integer

Each rule is encoded as a chromosome using a fixed-length vector, where
each network characteristic is encoded using one or more genes of different
types (second and third columns of Table 1). The coded chromosome of the
rule in the example above gets the form:

{1, 20, 6, 2, 17965, 80, 10, 10, 10, 10, 172, 16, 102, 49, 1}.

A rule defined by exemplary values of chromosomes attributes can be writ-
ten as [8, 18]:

if {the connection has following information: source IP address 218.24.107.52;
destination IP address: 168.185.215.108; source port number: 53247; destina-
tion port number: 80; connection time: 514 seconds; the connection is stopped
by the originator; the protocol used is TCP; the originator sent 6287 bytes of
data; and the responder sent 45649 bytes of data} then {stop the connection}.

The coded chromosome is expressed by the sequence:

/d7 a‘? 17 87 67 b7 37 47 a‘? 87 b? 97 d7 77 67 C7 57 37 27 47 77 07 07 07 87 07 07 07 07 O?
0’ 07 5’ 17 4’ 17 ]" 97 0’ 07 0’ 07 0’ 07 6’ 27 8’ 77 07 07 07 07 07 47 57 67 47 9/7

where the source and destination IP addresses are presented in a hexadecimal
format.
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The rule can be interpreted as follows:

— if network communication with the source IP address 218.24.107.52, desti-
nation IP address 168.185.215.108, source port number 42335, destination
port number 80, duration 482 seconds, ending with state 11 (communication
terminated by creator), using protocol type 9 (TCP), and source sends 6287
bytes of data, respondents send 45649 bytes of data, then this is suspicious
behavior and can be identified as a potential intrusion.

The validity of the rule is assessed by matching a preliminary set of network
attributes marked as abnormal or normal. If the rule is able to find abnormal
behavior, an Award will be given to the current chromosome. If the rule
corresponds to normal communication, a “Penalty” will be imposed on the
chromosome [18].

First, rules (chromosomes) are randomly selected and compared with a test
chromosome using Fitness function. Then, recombination and mutation are
applied on selected chromosomes. Based on the value of the Fitness function,
the population of chromosomes is assessed as a set of computer intrusion rules.
At the end of the genetic process, the algorithm stops, the rules are selected
and added to the database of the intrusion detection system.

The classifying rules for Denial of Serice (DoS) attacks (Smurf, mailbomb),
Remote to Local (User) (R2L) attacks (warezmaster, multihop), User to Root
(U2R) attacks (snmpguess, buffer-overflow), Probing attacks (ip-sweep, saint),
derived from the DARPA-USA Penetration Database, have the following struc-
ture [9].

DoS

— Rule 1: if duration = 0 and protocol_type = tcmp and dst_host_srv_count =
255 and then smurf;

— Rule 2: if duration = 1 V 5 V 11 and protocol_type-tcp and dst_host_srv_count
>= 2" <= 247 and then mailbomb.
R2L

— Rule 3: if duration = 0 V duration <= 289 and protocol_type = tcp and
dst_host_srv_count >= 1" <= 128 and then waremaster;

— Rule 4: if duration = 0 and protocol_type = icmp V top V udp and
dst_host_srv_count >= 1" <= 20 and then multihop.
U2R

— Rule 5: if duration = 0 V duration <= 289 and protocol_type = udp and
sre_bytes-1 > and then snmpguess;

— Rule 6: if 1 and = 0 and protocol_type = tcp and dst_host_srv_count <= 100
and then buffer—overflow.
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Probe

— Rule 7: if duration = 0 and protocol_type — icmp and dst_host_srv_count >=
1" <= 255 and then ipsweep;

— Rule 8: if duration = 0 and duration <= 11 and protocol_type — icmp V tcp
V udp and dst_host_srv_count >= 1" <= 255 and then saint.

The definition of the above rules uses the following notations “<="(less
than or equal to), “=>" (equal or greater), " (logical “and”).

4. FIRAS ALABSI ALGORITHM FOR FITNESS
FUNCTION CALCULATION

Firas Alabsi’s algorithm for calculating the Fitness function is based on
the Award Penalty concept [13]. Chromosomes (rules) differ in strength and
weakness. Therefore, the Fitness function takes into account, first, an Award,
which should be as much as the strength of the chromosome, and, second, a
Penalty, which should be as much as the chromosome weakness. Intrusions
into the computer network are classified into five categories: Normal, DoS,
Probe, U2R and R2L [12]. Five characteristics (genes) are used to compare
chromosomes in each category. The original description of the five main char-
acteristics for each category is as follows [13].

Normal

— hot indicators: Number of “hot” indicators;

— destination bytes: Number of bytes sent from the destination system to the
host system;

— source bytes: Number of bytes sent from the host system to the destination
system;

— compromised conditions: Number of compromised conditions;

— dst_host_rerror_rate: % of connections that have REJ errors from a desti-
nation host.

Probe
— dst_host_diff_srv_rate: % of connections to different services from a destina-
tion host;
— rerror_rate: % of connections that have REJ errors;
— srv_diff_host_rate: % of connections that have same service to different hosts;
— logged in: binary decision;
— service: type of service.
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DoS

— count: Number of connections made to the same host system in a given
interval of time;

— compromised conditions: Number of compromised conditions;

— wrong_fragments: no of wrong fragments;

— land: 1 if connection is from/to the same host/port; 0 otherwise;

— logged in: 1 if successfully logged in; 0 otherwise.

U2R

— root shell: 1 if root shell is obtained; 0 otherwise;

— dst_host_srv_serror_rate: % of connections to the same service that have
SYN errors from a destination host;

— no of file creations: no of file creation operations;

— serror_rate: % of connections that have SYN errors;

— dst_host_same_src_port_rate: % of connections to same service ports from a
destination host.

R2L

— guest login: 1 if the login is a “guest” login; 0 otherwise;

— no of file access: no of operations on access control files;

— destination bytes: Number of bytes sent from the destination system to the
host system;

— fail logins: no of failed login attempts;

— logged in: binary decision;

where no denotes a number.

Five tables are built, one table for a category. Each table has a name
(type of category) and includes three columns for the parameters A, AB and
Fitness function, and five rows for network characteristic. The data in column
A and column AB have the following dynamics of change in their values.
For example, each characteristic (gene) of DoS category must have values in a
certain range in the condition part of the rule or to be equal to a specific value
in order to evaluate in the act part of the rule the incoming sequence as DoS. If
the network characteristics are in the condition part of the rule (chromosome)
and the category name is in the act part of the rule (chromosome), then each
sequence in the knowledge database is compared with all incoming sequences.

If the condition and act of the selected sequence in the database are
equal to the condition and act of the incoming sequence being compared,
then this will increase the value of AB in column AB of the selected sequence
by 1. Otherwise, if the condition of the selected sequence is equal to the
condition of the compared sequence, but the actions of the two records do
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not match, then the value in column A of the selected sequence will increase
by 1.

In other words, if ¢ & a of the selected chromosome = ¢ & a of the compared
chromosome, then AB = AB + 1. Otherwise, if ¢ of the selected chromosome
= ¢ of the compared chromosome, but a of the selected chromosome # a of
the compared chromosome, then A = A + 1 (c is the condition and a is the
action).

Fitness function Award-Penalty is defined by the following empirically de-
rived analytical expression [10]:

Fitness =2+ ((AB)/(AB+ A)) — A/(AB+ A)+ AB/X — A]Y, (2)

where X is the maximum value of AB in the population of chromosomes, Y
is the maximum value of A in the population of chromosomes.

The ratio (AB/(AB + A)) reflects the strength of the chromosome. The
ratio defined by the expression (A/(AB + A)) reflects the weakness of the
chromosome. The AB/X ratio determines the chromosome strength relative
to the strongest chromosome in the population. AB/X = 0 in the worst case
(if AB =0)and AB/X = 1in the best case (if AB accepts the highest value of
AB in the population). AB/X is added on the right-hand side of the Fitness
feature to Award the chromosome.

The ratio A/Y determines the chromosome weakness relative to the weakest
chromosome in the population. A/Y = 0 at best (if A=0) and A/Y =1 at
worst (if A assumes the highest value in the population), so the A/Y value
must be subtracted from the Fitness function to “punish” the chromosome.

Analysis of the Fitness function

Consider the Fitness function defined by expression (2) written without the
coefficient 2. The chromosome with the highest value of AB and A = 0 has
a Fitness = 2. The chromosome with a highest value of A and AB = 0 has
a Fitness = —2. However, the Fitness function must rate each chromosome
(rule) with a non-negative value. To obtain a non-negative Fitness value of a
chromosome it is necessary to add a coefficient 2 on the right-hand part of the
expression (2). Then, the range of the Fitness values is 0.4.
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5. BASIC OPERATIONS ON CHROMOSOMES OF A GIVEN
GENERATION AND EXPERIMENTAL EVALUATION
OF FIRAS ALABSI FITNESS FUNCTION

5.1. Selection

When generating each succeeding generation, part of the resulting popula-
tion is chosen to create a new generation. The decisions for the selection of
individuals (chromosomes or rules) are derived through a Fitness-based pro-
cess, which ensures that individuals with higher values of Fitness function are
selected with a high probability. From the population, pairs of chromosomes
are selected to be the parents of the next population, i.e. the chromosome
pairs to recombine [17].

5.2. Recombination

Recombination creates one or more new generations of parent chromosomes
to produce better chromosomes with high Fitness function values.

5.3. Mutation

The mutation randomly changes the new offspring. This is done to prevent
all decisions in the chromosome population from falling into the local optimum.

The evaluation of current chromosome generation by Fitness function and
test chromosome are shown in Fig. 1. New chromosome generation is pro-
duced by recombination and mutation in binary format. The recombination
chromosomes are indicated by ¢ and @. The invalid chromosome is denoted
by e. The unchanged chromosome is denoted by ©. The mutating chromo-
some is denoted by . The fitness function for the current chromosome and
the test chromosome is estimated as the ratio of the number of matching bits
in the chromosomes to full the number of bits in the chromosome.

To confirm the evaluation of a chromosome with a given Fitness function,
the chromosome must be tested with another Fitness function. The results of
the two Fitness functions are compared. Support Confidence Framework as a
second control Fitness function is used [11]:

Support = |A and B| /N, (3)
Confidence = |A and B|/|A], (4)
Fitness = w; * Support + wy * Confidence, (5)
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Current Generation | FF Crossover&Mutation | New Generation

1011101010001010 | 0.63% 1011101010001010
1000011110101000 | 0.43e | 1011100100001001 | 1011100100001001
1100101000101011 | 0.50e | 0101111010001010 | 0101111010001010
0101 110100001001 | 0.75- 0101110100001001
0101000111010101 | 0.562 | 0101000011010101 | G101000011010101
0010111000101011 | 0.56¢ 0010111000101011

1

Test Chromosome

O0101111010001101

Fig. 1. Evaluation of current chromosome generation through Fitness function
(FF) and test chromosome, recombination and mutation, and new generation of
chromosomes in binary format

where Support shows the relative number of AB repetitions within all chro-
mosomes (rules) in the population. Confidence shows the relative number of
AB within those rules that have the same condition. w; and wy are threshold
or weight values to balance the Support value with the Confidence value. It
is accepted wy = 0.0257 and wo = 0.9843.

If the Fitness function of the rule (chromosome) P is greater than the
Fitness function of the rule (chromosome) @ according to the first Fitness
algorithm, then the Fitness function of the rule P is also greater than the
Fitness function of the rule @) according to the second Fitness algorithm. For
each chromosome in the population, there are two results R; and R, defined
by the equations [14]:

Fv1

= max F'vq in Population ’ (6)
F

Ry = 22 (7)

max F'vg in Population ’

where F'vy is the Fitness function based on the Award-Penalty Fitness algo-
rithm, F'vs is the Fitness function based on the Support Confidence Framework
Fitness algorithm applied on the same chromosome. The quality of the Fitness
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function, i.e. it gives a good result, is confirmed if the values of R; and Ra
are close to each other.

Estimates of A, AB and the Fitness function with application of Firas Al-
absi algorithm, obtained with data of Normal, DoS, R2L, U2R, Probe network
communications, realized with randomly generated network characteristics of
five chromosome structures for each category, are given in Tables 2-6.

Table 2. Values of A, AB and Fitness function of experimental
records (chromosomes) for Normal, DoS, R2L, U2R, Probe
simulated network communications

Normal
A AB Fitness
6 5 1.910
0 12 3.210
69 3 0.136
2 56 3.900
1 27 3.390

Table 3. Values of A, AB and Fitness function of experimental

records for DoS simulated network communications

DoS
A AB Fitness
7195 31 0.0921
349 371 2.9820
4 9 2.4080
12 54 2.7800
87 226 3.0410

Table 4. Values of A, AB and Fitness function of experimental

records for R2L simulated network communications

R2L
A AB Fitness
5 21 2.6410
1 7 2.7500
148221 19 0.0235
513 12 1.0570
19 817 3.9540

The results in Tables 2-6 can be analyzed as follows. The maximum value
of the Fitness function for the chromosome from categories Normal, R2L, U2R,
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Table 5. Values of A, AB and Fitness function of experimental

record for U2R simulated network communications

U2R
A AB Fitness
14 2 1.7070
3 56 3.8980
71 9 1.3850
129101 4 0.0715
25 16 2.0660

Table 6. Values of A, AB and Fitness function of experimental

records for Probe simulated network communications

Probe
A AB Fitness
84 915 3.8310
92 18 1.3400
9 4 1.6200
141802 11 0.0122
3 28 2.8370

Probe is obtained at the maximum value of AB. It means a maximum match
of the two parts of the clause if (condition) then act for the current sequence
of network characteristics (compared chromosome), and the sequence of chro-
mosome characteristics from the database with an a priori defined category.

The minimum Fitness function value for the chromosome of the five cate-
gories is obtained at the maximum value of A. It means a maximum match of
only the condition part of the clause if (condition) then act for the current
sequence of network characteristics (compared chromosome) and the sequence
of network characteristics (compared chromosome) from the database with an
a priori defined category.

The experimental results for the DoS category show that the maximum
value of the Fitness function is obtained at AB = 226, and not at the maximum
value of AB = 371 for which the Fitness function is 2.982. This is due to the
high value of A = 349, which significantly increases the Penalty on the value
of the Fitness function.

6. CONCLUSIONS

The stages of the genetic algorithm used to detect and recognize attacks in
computer networks are described and illustrated. The syntax and structure of
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different rules (chromosomes), as well as the coding of network characteristics
(genes) are discussed.

A Firas Alabsi’s algorithm is applied to calculate the Fitness functions and
evaluate network sequences, rules in the network intrusion detection.

The idea of applying genetic algorithms in systems for detecting and pre-
venting intrusions into computer networks can be further developed in the
direction of creating databases of communication characteristics that define
different types of computer attacks. For the assessment of current and new
intrusions, the use of integrated and complementary Fitness functions of suit-
ability is envisaged, which will increase the accuracy of the chromosomes’
selection and the effectiveness intrusion detection and prevention in computer
networks.
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